

Data processing agreement[footnoteRef:1] according to 
Article 28 para. 3 of the European General Data Protection Regulation 
(GDPR) [1:  The English version of these regulations uses gender-inclusive pronouns i.e. the “singular they” that includes all genders.] 

with regard to the main contract: _____________________________________

between


[…],
represented by […] 
− Controller − 

and

company ABC, street address, place,
represented by authorized representative

− Processor –


EXPLANATIONS:
[bookmark: _Hlk76714970]This contractual text (annex) is based on the Commission Implementing Decision (EU) of June 4, 2021 (EU) No. 2021/915 on standard contractual clauses between controllers and processors under Article 28 para. 7 of Regulation (EU) 2016/679 of the European Parliament and of the Council and Article 29 para. 7 of Regulation (EU) 2018/1725 of the European Parliament and of the Council (OJ 199/18 of June 7, 2021).

[bookmark: _Hlk76538921]The standard contractual clauses mentioned above and listed below are supplemented by a clause 11 (Section IV) and additional provisions in the annexes. These are highlighted in red. In this respect, the present contract text is considered a broader contract within the meaning of Article 2 letter b) of the above-mentioned implementing decision and the present contract document.

Provisions highlighted in green indicate that they need to be edited. These can be found both in the standard contractual clauses and in the supplemented provisions. 
All text passages highlighted in green must be edited.  

The present contract text also contains internal notes on how to complete or handle it. Please delete these comments before using and sharing the contract text.
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SECTION I

Clause 1
Purpose and application
a) These standard contractual clauses (hereinafter referred to as “clauses”) are intended to ensure compliance with Article 28 para. 3 and 4 of Regulation (EU) 2016/679 of the European Parliament and of the Council of April 27, 2016, on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)[footnoteRef:2]. [2:  OPTION 2: Article 29 para. 3 and 4 of Regulation (EU) 2018/1725 of the European Parliament and of the Council of October 23, 2018, on the protection of natural persons with regard to the processing of personal data by the Union institutions, bodies, offices, and agencies and on the free movement of data, and repealing Regulation (EC) No. 45/2001 and Decision No. 1247/2002/EC, is not applicable in this case due to lack of relevance. ] 

b) The controllers and processors listed in Annex I have agreed to these clauses to ensure compliance with Article 28 para. 3 and 4 of Regulation (EU) 2016/679 and/or Article 29 para. 3 and 4 of Regulation (EU) 2018/1725.
c) These clauses apply to the processing of personal data as set out in Annex II.
d) Annexes I to IV form an integral part of the clauses. 
e) These clauses apply without prejudice to the obligations to which the controller is subject under Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725.
f) These clauses do not in themselves ensure that the obligations relating to international data transfers under Chapter V of Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725 are fulfilled.

Clause 2
Immutability of the clauses
a) The parties undertake not to amend the clauses, except to supplement or update the information specified in the annexes.
b) This shall not prevent the parties from incorporating the standard contractual clauses set out in these clauses into a more comprehensive contract and adding further clauses or additional guarantees, provided that these do not directly or indirectly conflict with the clauses or restrict the fundamental rights or freedoms of the data subjects.

Clause 3
Interpretation
a) Where terms defined in Regulation (EU) 2016/679 or Regulation (EU) 2018/1725 are used in these clauses, those terms shall have the same meaning as in the relevant Regulation.
b) These clauses shall be interpreted in the light of the provisions of Regulation (EU) 2016/679 and Regulation (EU) 2018/1725.
c) These clauses shall not be interpreted in a manner that conflicts with the rights and obligations provided for in Regulation (EU) 2016/679 or Regulation (EU) 2018/1725 or that restricts the fundamental rights or freedoms of the data subjects.

Clause 4
Precedence
In the event of any conflict between these clauses and the provisions of any related agreements existing between the parties or entered into or concluded at a later date, the above-mentioned clauses shall take precedence.

Clause 5	Comment by Autor: Note: The clause is optional and therefore not mandatory. If and to the extent that it is not accepted by the contracting party, it may be deleted. The numbering of the clauses must be adjusted accordingly.
Coupling clause
a) An entity that is not a party to these clauses may, with the consent of all parties, join these clauses at any time as a controller or processor by completing the annexes and signing Annex I.
b) Upon completing and signing the annexes referred to in subparagraph a), the joining entity shall be treated as a party to these clauses and shall have the rights and obligations of a controller or processor as specified in Annex I.
c) The joining entity shall not have any rights or obligations under these clauses for the period prior to joining as a party.

SECTION II
OBLIGATIONS OF THE PARTIES

Clause 6
Description of processing
The details of the processing operations, in particular the categories of personal data and the purposes for which the personal data are processed on behalf of the controller, are set out in Annex II.

Clause 7
Obligations of the parties
7.1. Instructions
(a) The processor shall process personal data only based on documented instructions from the controller, unless required to do so by Union law or the law of a Member State to which the processor is subject. In such a case, the processor shall inform the controller of those legal requirements before processing, unless prohibited by the relevant law for reasons of important public interest. The controller may give further instructions during the entire period of processing of personal data. These instructions shall always be documented. 
b) The processor shall inform the controller without delay if it considers that the instructions given by the controller are contrary to Regulation (EU) 2016/679, Regulation (EU) 2018/1725 or applicable Union or Member State data protection provisions.
7.2. Purpose limitation
The processor shall process the personal data only for the specific purpose(s) specified in Annex II, unless it receives further instructions from the controller.
7.3. Duration of the processing of personal data
The processor shall process the data only for the duration specified in Annex II.
7.4. Security of processing
(a) The processor shall implement at least the technical and organizational measures listed in Annex III to ensure the security of the personal data. This includes protecting the data against a security breach that, whether accidental or unlawful, leads to the destruction, loss, alteration, or unauthorized disclosure of or access to the data (hereinafter referred to as “personal data breach”). When assessing the appropriate level of protection, the parties shall take due account of the state of the art, the costs of implementation, the nature, scope, context, and purposes of the processing, and the risks to the rights and freedoms of natural persons. 
[bookmark: _Hlk76048675][bookmark: _Hlk76048704]b) The processor shall only grant its staff access to the personal data that is the subject of the processing to the extent that this is strictly necessary for the implementation, management, and monitoring of the contract. The processor shall ensure that the persons authorized to process the personal data received have committed themselves to confidentiality or are subject to an appropriate statutory duty of confidentiality. 
7.5. Sensitive data
If the processing involves personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, or genetic data or biometric data for the purpose of uniquely identifying a natural person, data concerning a person'’s health, sex life, or sexual orientation, or data concerning criminal convictions and offenses (hereinafter “sensitive data”), the processor shall apply specific restrictions and/or additional safeguards.
7.6. Documentation and compliance with the clauses
a) The parties must be able to demonstrate compliance with these clauses.
b) The processor shall promptly and appropriately address any requests from the controller regarding the processing of data in accordance with these clauses.
c) The processor shall provide the controller with all information necessary to demonstrate compliance with the obligations laid down in these clauses and arising directly from Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725. At the request of the controller, the processor shall also allow for the auditing of the processing covered by these clauses at reasonable intervals or in the event of indications of non-compliance and shall contribute to such auditing. When deciding on an audit or inspection, the controller may take into account any relevant certifications of the processor.
d) The controller may conduct the audit itself or commission an independent auditor. Audits may also include inspections of the processor'’s premises or physical facilities and shall be conducted with reasonable advance notice, where appropriate.
e) The parties shall provide the competent supervisory authority or authorities with the information referred to in this clause, including the results of audits, upon request.
7.7. Appointing sub-processors
a) OPTION 1: PRIOR SEPARATE APPROVAL: The processor shall not subcontract any of its processing operations carried out on behalf of the controller under these clauses to a sub-processor without the prior separate written approval of the controller. The processor shall submit the request for separate approval at least [SPECIFY PERIOD] before engaging the relevant sub-processor, along with the information necessary for the controller to decide on the approval. The list of sub-processors approved by the controller is set out in Annex IV. The parties shall keep Annex IV up to date.	Comment by Autor: Note: In item 7.7 letter a), you must choose between option 1 and option 2, and adapt the contract text accordingly; in addition, you need to specify the required period (e.g. two months) in both cases.
OPTION 2: GENERAL WRITTEN APPROVAL: The processor has the general approval of the controller to engage sub-processors listed in an agreed list. The processor shall notify the controller in writing at least [SPECIFY PERIOD] in advance of any intended changes to this list by adding or replacing sub-processors, thereby allowing the controller sufficient time to object to these changes before the sub-processor(s) in question is/are engaged. The processor shall provide the controller with the information necessary to exercise its right to object. 
b) If the processor engages a sub-processor to carry out certain processing activities (on behalf of the controller), this assignment must be made by means of a contract that imposes essentially the same data protection obligations on the sub-processor as those applicable to the processor under these clauses. The processor shall ensure that the sub-processor fulfills the obligations to which the processor is subject in accordance with these clauses and in accordance with Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725.
c) Upon request, the processor shall provide the controller with a copy of any such subcontracting agreement and any subsequent amendments thereto. To the extent necessary to protect trade secrets or other confidential information, including personal data, the processor may redact the text of the agreement before providing a copy.
d) The processor shall be fully liable to the controller for the sub-processor'’s compliance with its obligations under the contract concluded with the processor. The processor shall notify the controller if the sub-processor fails to comply with its contractual obligations.
e) The processor shall agree with the sub-processor on a third-party beneficiary clause whereby the controller has the right, in the event that the processor ceases to exist de facto or de jure or becomes insolvent, to terminate the subcontract and instruct the sub-processor to erase or return the personal data.
7.8. International data transfers
a) Any transfer of data by the processor to a third country or international organization shall be carried out exclusively on the basis of documented instructions from the controller or in order to comply with a specific provision of Union law or the law of a Member State to which the processor is subject, and must comply with Chapter V of Regulation (EU) 2016/679 or Regulation (EU) 2018/1725.
b) The controller agrees that in cases where the processor engages a sub-processor in accordance with clause 7.7 to perform certain processing activities (on behalf of the controller) and these processing activities involve a transfer of personal data within the meaning of Chapter V of Regulation (EU) 2016/679, the processor and the sub-processor can ensure compliance with Chapter V of Regulation (EU) 2016/679 by using standard contractual clauses adopted by the Commission pursuant to Article 46 para. 2 of Regulation (EU) 2016/679, provided that the conditions for the application of these standard contractual clauses are met.	Comment by Autor: Note: If other guarantees in accordance with Article 44 et seq. GDPR can be ensured for the transfer to third countries, these may be agreed individually instead of clause 7.8 letter b). Details of this must then be added to Annex III.

Clause 8
Support for the controller
a) The processor shall inform the controller without delay of any request received from the data subject. It shall not respond to the request itself unless authorized to do so by the controller.
b) Taking into account the nature of the processing, the processor shall support the controller in fulfilling its obligation to respond to requests from data subjects to exercise their rights. In performing its duties under subparagraphs (a) and (b), the processor shall follow the instructions of the controller.
(c) In addition to the processor'’s obligation to assist the controller under clause 8 letter b), the processor shall, taking into account the nature of the processing and the information available to it, assist the controller in complying with the following obligations:
1) the obligation to carry out an assessment of the impact of the envisaged processing operations on the protection of personal data (hereinafter referred to as “data protection impact assessment”) where a form of processing is likely to result in a high risk to the rights and freedoms of natural persons;
2) the obligation to consult the competent supervisory authority(ies) prior to processing if a data protection impact assessment indicates that the processing would result in a high risk, unless the controller takes measures to mitigate the risk;
3) the obligation to ensure that personal data are accurate and kept up to date, by the processor informing the controller without delay if it becomes aware that the personal data it processes are inaccurate or out of date;
4) obligations under Article 32 of Regulation (EU) 2016/679[footnoteRef:3]. [3:  OPTION 2: Articles 33 and 36 to 38 of Regulation (EU) 2018/1725 do not apply in this case due to lack of relevance.] 

d) The parties shall specify in Annex III the appropriate technical and organizational measures to support the controller in the application of this clause, as well as the scope and extent of the required support.

Clause 9
[bookmark: _Hlk89087072]Notification of personal data breaches
In the event of a personal data breach, the processor shall cooperate with and assist the controller so that the controller can fulfill its obligations under Articles 33 and 34 of Regulation (EU) 2016/679 or, where applicable, Articles 34 and 35 of Regulation (EU) 2018/1725, taking into account the nature of the processing and the information available to the processor.
9.1. Breach of the protection of data processed by the controller
In the event of a breach of the protection of personal data relating to data processed by the controller, the processor shall support the controller as follows:
a) in the immediate notification of the personal data breach to the competent supervisory authority(ies) after the controller has become aware of the breach, where relevant (unless the personal data breach is unlikely to result in a risk to the personal rights and freedoms of natural persons);
b) in obtaining the following information, which must be included in the controller'’s notification pursuant to Article 33 para. 3 of Regulation (EU) 2016/679[footnoteRef:4], whereby this information must include at least the following: [4:  OPTION 2: Article 34 para. 3 of Regulation (EU) 2018/1725 does not apply in this case as it is not relevant.] 

1) the nature of the personal data, where possible, indicating the categories and approximate number of data subjects concerned and the categories and approximate number of personal data records concerned;
2) the likely consequences of the personal data breach;
3) the measures taken or proposed by the controller to address the personal data breach and, where appropriate, measures to mitigate its possible adverse effects.
If and to the extent that not all of this information can be provided at the same time, the initial notification shall contain the information available at that time, and further information shall be provided without undue delay as soon as it becomes available.
c) in compliance with the obligation under Article 34 of Regulation (EU) 2016/679[footnoteRef:5] to notify the data subject without undue delay of the personal data breach where that breach is likely to result in a high risk to the rights and freedoms of natural persons. [5:  OPTION 2: Article 35 of Regulation (EU) 2018/1725 does not apply in this case as it is not relevant.] 

9.2. Breach of the protection of data processed by the processor
In the event of a breach of the protection of personal data in connection with the data processed by the processor, the processor shall notify the controller without undue delay after becoming aware of the breach. This notification must contain at least the following information:
a) a description of the nature of the breach (if possible, specifying the categories and approximate number of individuals affected and the approximate number of records affected);
b) contact details of a point of contact where further information about the personal data breach can be obtained;
c) the likely consequences and the measures taken or proposed to address the personal data breach, including measures to mitigate its possible adverse effects.
If and to the extent that not all of this information can be provided at the same time, the initial notification shall contain the information available at that time, and further information shall be provided without undue delay as soon as it becomes available.
The parties shall specify in Annex III any other information that the processor must provide to assist the controller in fulfilling its obligations under Articles 33 and 34 of Regulation (EU) 2016/679[footnoteRef:6]. [6:  OPTION 2: Articles 34 and 35 of Regulation (EU) 2018/1725 are not applicable in this case due to lack of relevance.] 


SECTION III
FINAL PROVISIONS

Clause 10
Breaches of the clauses and termination of the contract
a) If the processor fails to comply with its obligations under these clauses, the controller may, without prejudice to the provisions of Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725, instruct the processor to suspend the processing of personal data until it complies with these clauses or the contract is terminated. The processor shall inform the controller without delay if it is unable to comply with these clauses for any reason.
b) The controller shall be entitled to terminate the contract insofar as it concerns the processing of personal data under these clauses if
1) the controller has suspended the processing of personal data by the processor pursuant to letter a) and compliance with these clauses has not been restored within a reasonable period of time, but in any case within one month of the suspension;
2) the processor is in material or persistent breach of these clauses or fails to comply with its obligations under Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725;
3) the processor fails to comply with a binding decision of a competent court or the competent supervisory authority(ies) concerning its obligations under these clauses, Regulation (EU) 2016/679 and/or Regulation (EU) 2018/1725.
c) The processor is entitled to terminate the contract insofar as it concerns the processing of personal data in accordance with these clauses if the controller insists on the fulfillment of its instructions after having been informed by the processor that its instructions violate applicable legal requirements in accordance with clause 7.1 letter b).
d) Upon termination of the contract, the processor shall, at the controller’'s option, erase all personal data processed on behalf of the controller and certify to the controller that this has been done, or return all personal data to the controller and erase existing copies, unless there is an obligation to store the personal data under Union or Member State law. Until the data is erased or returned, the processor shall continue to ensure compliance with these clauses. 

ANNEX SECTION IV
SUPPLEMENTARY AGREEMENTS PURSUANT TO CLAUSE 2 LETTER B

Clause 11 
Severability clause
If and to the extent that the text of this contract relating to Commission Implementing Decision (EU) 2021/915 of June 4, 2021 on standard contractual clauses between controllers and processors pursuant to Article 28 para. 7 of Regulation (EU) 2016/679 of the European Parliament and of the Council and Article 29 para. 7 of Regulation (EU) 2018/1725 of the European Parliament and of the Council (OJ 199/18 of June 7, 2021) or restricts the fundamental rights or freedoms of the data subjects, the standard contractual clauses in the Implementing Decision (EU) 2021/915 shall apply in case of doubt.



Clause 12 
Obligations of the parties
12.1. Instructions
In addition to clause 7.1 letter a) it is agreed: 
a) The responsible party shall, as a rule, issue all orders, sub-orders, and instructions in writing or in a documented electronic format. Verbal instructions must be confirmed immediately in writing or in a documented electronic format by the responsible party. The instructions, etc., are initially set out in this contract.
b) The instructions shall be retained by the parties for the period of validity of the processing and thereafter for a further three full calendar years.
12.2. Security of processing
1) In addition to clause 7.4 letter a) it is agreed:
The technical and organizational measures agreed in Annex III may be adapted in the course of the contractual relationship in line with technical and organizational advancements. Changes and additions to the agreed technical and organizational measures require written notification to the responsible party and an explicit reference to the fact that this is an amendment or addition to these measures. Significant changes to technical and organizational measures require the approval of the responsible party. All changes to the technical and organizational measures by the processor must not fall below the security level of the agreed measures. If adjustments/changes to the technical and organizational measures are necessary in order to ensure that an appropriate level of protection is maintained, these must be implemented immediately and communicated to the client.
If the technical and organizational measures taken by the processor no longer meet the requirements of the responsible party, the processor shall notify the responsible party without delay.
The processor shall, at an early stage and then at any time upon request, provide the client with a comprehensive, meaningful, verifiable, and up-to-date data protection and security concept for order processing, as well as information about persons with access rights. As part of any procurement procedure, the processor shall provide the responsible party with a meaningful, auditable and up-to-date data protection and data security concept for this processing, together with their quote.
[Option 1:] The processor shall handle personal data exclusively on their business premises. Any exceptions to this, such as working from home or remote working, are permitted only with the express prior written consent of the responsible party. 	Comment by Autor: Note: In item 12.2. item 1) letter iv), you must choose between Option 1 and Option 2 and adjust the contract text accordingly.
[Option 2:] The processor shall handle personal data (also) when working remotely. The processor must ensure that compliance with contractually agreed technical and organizational measures is also guaranteed when the processor'’s employees work remotely. If personal data is processed outside business premises, the processor will ensure that storage locations are configured in such a way that local storage is always encrypted and temporary. The processor shall also ensure that the conditions for the processor'’s remote work, including specific conduct and IT security guidelines, are complied with by the respective employees. The respective employees will be trained in an appropriate manner by the processor with regard to compliance with data protection requirements.
2) In addition to clause 7.4 letter b), it is agreed: 
The duty of these persons to maintain confidentiality/secrecy still applies after termination of this contract and/or of the employment relationship between the processor and their employees.
12.3. Documentation and compliance with the clauses 
In addition to clause 7.6 letter a) it is agreed: 
The processor will assist the responsible party, upon their request, in creating and maintaining the record of processing activities, in particular by providing the necessary information.
12.4. Use of subcontractors 
In addition to clause 7.7 letter a) Option 2 it is agreed: 	Comment by Autor: Note: Delete the addition to clause 7.7 if Option 1 (PRIOR SEPARATE APPROVAL) has been selected in clause 7.7 letter a). In this case, Annex IV should already be provided.
The list of current sub-processors (see Annex IV) will be made available to the controller before the contract is signed, even if the processor already has general approval from the controller to hire sub-processors.
In addition to clause 7.7 letter b) it is agreed: 
Sub-processors are all natural or legal persons, authorities, institutions, or other bodies that primarily process the client’'s personal data on behalf of the contractor and are directly involved in the provision of the main service. The subcontracting of other types of professional services (ancillary services) in which data processing is not an essential (core) component of the contract and is therefore not the primary focus does not constitute processing in the sense of data protection law. Such ancillary services include, for example, postal services, transport/shipping, transportation, telecommunications services without a specific connection to services provided by the contractor for the client, security and cleaning, but not data carrier disposal or the outsourcing of email management or other website services. However, in the case of outsourced ancillary services, the contractor is also obliged to undertake appropriate and legally compliant contractual agreements, particularly with regard to purpose limitation and confidentiality, and control measures to ensure data protection and data security of the client'’s data.

Clause 13
Support for the controller
In addition to clause 8 letter a) it is agreed: 
The processor may only provide information to third parties or affected parties with prior written consent of the controller. Where the processor is required by Union or Member State law or regulation to disclose personal data, it shall inform the controller without delay, unless such disclosure is prohibited by Union or Member State law or regulation on grounds of public interest. The processor may only provide information for the controller to authorized persons (in accordance with Annex I).
In addition to clause 10 letter d) it is agreed: 
A right of retention with regard to the processed personal data and the associated data carriers is excluded.

Clause 14
Notification of personal data breaches
In addition to clause 9, it is agreed: 
The processor shall notify the controller immediately in the event of serious disruptions to operations, suspected personal data breaches and other irregularities in data processing. The same applies in the event of inspections and measures taken by a supervisory or investigative authority, insofar as the relevant Union or Member State law does not prohibit such communication for reasons of an important public interest. The processor will notify the controller if the security measures taken by the processor do not (or do no longer) meet the controller’'s requirements.

Clause 15
Remote maintenance
a) As part of remote maintenance, the processor may only access personal data if this is necessary to carry out remote maintenance. During remote maintenance, the processor is prohibited from storing personal data of the controller on its own IT systems or data carriers, unless the controller instructs it to do so. The controller shall only provide the processor with the access rights necessary to perform the agreed activities, shall regularly check that these are up to date and shall make any necessary corrections. The processor may only make use of the access rights granted to them to the extent that is strictly necessary for carrying out the activities.
b) The processor must notify the controller in advance of any remote maintenance work. The controller is entitled to monitor remote maintenance or to make recordings (e.g. screen recordings, screenshots, etc.) of it. Upon request and to the extent necessary, the processor will participate in the configuration of technical control mechanisms.
c) The controller has the right to interrupt the processor'’s access to the controller’'s information technology systems. This applies, in particular, if there is a suspicion of unauthorized access to information and resources.
d) As part of the commissioned and required remote maintenance work, the processor must observe the following general conditions when accessing the controller'’s network, IT systems, and applications:
The processor will receive personalized user IDs for work on the IT systems and applications. Each of the processor’’s employees will receive their own personalized user ID. The processor will use the personalized user IDs provided to them exclusively for the commissioned activities and shall not pass them on to third parties. 
If the processor uses their own technical devices to carry out their activities, they will take adequate, state-of-the-art measures to ensure that these do not pose a risk to the controller'’s network infrastructure, IT systems and applications.
Changes to the IT systems and applications made by the processor must be coordinated with the controller and documented to an adequate, auditable extent.
e) The following additional conditions apply in particular to remote access to the controller'’s network and IT systems:
The processor'’s network and IT systems used for remote maintenance must be adequately protected against unauthorized access.
Remote access to the controller'’s network shall only be via an encrypted connection that is adequately secure in accordance with the state of the art. 
Remote access should generally only be carried out during the controller'’s normal working hours. Remote access outside these hours must be agreed with the controller and documented. 
Access must be terminated and the connection ended once the activity has been completed.
The accesses that have taken place are logged by the processor and made available. For each remote access, the person performing the task for the processor shall note the following information in the processor'’s log:
a) Date/time of login
b) Duration
c) Name of the person performing the task
d) Purpose of the login (e.g. installation of patch <...>, troubleshooting after incident <...>, ...)	Comment by Autor: Note: This provision (clause 15) shall not apply if no remote maintenance is to take place. The numbering of the clauses must be adjusted accordingly.

Clause 16
Miscellaneous
a) Liability is based on the provisions of Article 28 para. 4 and Article 82 GDPR. The processor shall coordinate any fulfillment of liability claims with the controller. Notwithstanding this, if the processor determines the purposes and means of the processing itself in violation of data protection provisions, it shall be considered the controller with regard to this processing, Art. 28 para. 10 GDPR. Any further legal provisions or provisions from the underlying framework/main agreement regarding the liability of the contracting parties shall remain unaffected by these liability provisions.
b) Any ancillary agreements, supplements, amendments, and the termination of this agreement must be made in writing. This also applies to any agreement on the waiver of this formal requirement itself. The replacement of the written form by the electronic form (§§ 126 para. 3, 126a BGB) or the text form (§ 126b BGB) is excluded. The precedence of individual contractual agreements remains unaffected by this, but there are no verbal ancillary agreements.
c) Should one or more provisions in these agreements be or become ineffective or unworkable, then this will not affect the validity of the remaining contractual provisions. The contracting parties will replace the ineffective or unworkable provision with a provision that comes as close as possible to the meaning and purpose of this ineffective or unworkable provision. The same applies in the event of an unintended regulatory loophole.
d) This contract is governed by the laws of the Federal Republic of Germany, excluding German international private law and the UN Convention on Contracts for the International Sale of Goods (CISG). Unless otherwise required by law, [...], Germany, is agreed as the exclusive place of jurisdiction for all disputes arising from and in connection with this contract.


Place, date	Place, date


_______________________	_________________________
Signature of controller	Signature of processor
([Function], [First name] [Last name])	([Function], [First name] [Last name])
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List of parties
Controller(s): 
[Name and contact details of the controller and, where applicable, the controller'’s data protection officer]
Name: […]
Address: […]
Name und contact of data protection officer: […]
Name, function and contact details of the contact person: 
…………………………………………………………………………….
…………………………………………………………………………….	Comment by Autor: Please note: No further listing is required if there are no other contact persons for the controller.
……………………………………………………………………………

Person authorised to issue instructions 
on behalf of the controller:
[Name, telephone no., e-mail, function where applicable, organisational unit where applicable]

Processor(s): [Identity and contact details of the processor(s) and, where applicable, of the processor’s data protection officer]
1. Name: 
Address: 

Data Protection Officer: 
Contact details: 

Authorised recipient of instructions on behalf of the processor:
[Name, telephone no., e-mail, function where applicable, organisational unit where applicable]

In the event of any changes to or longer absences of contact persons, successors or representatives and their contact details must be communicated to the contractual partner in writing or electronically without undue delay.

ANNEX II
Description of the processing
Categories of data subjects whose personal data is processed 
☐ Students
☐ Prospective students
☐ Employees
☐ Business partners
☐ Test persons
☐ Other categories of people: …………………………………………………………...…

Categories of personal data processed
☐ Personal master data
☐ Organisational unit affiliation
☐ Contact details
☐ Research-related data
☐ Other categories of data: …………………………………………………………...…
Sensitive data processed (if applicable) and applied restrictions or safeguards that fully take into consideration the nature of the data and the risks involved, such as for instance strict purpose limitation, access restrictions (including access only for staff having followed specialised training), keeping a record of access to the data, restrictions for onward transfers or additional security measures. 
…………………………………………………………………………….
…………………………………………………………………………….
Nature of the processing
…………………………………………………………………………….
Purpose(s) for which the personal data is processed on behalf of the controller
…………………………………………………………………………….
Duration of the processing
…………………………………………………………………………….
For processing by (sub-) processors, also specify subject matter, nature and duration of the processing. 
	Comment by Autor: Please note: This rule does not apply if no remote maintance etc. will take place.
Remote maintenance
The processing involves (additional) instances of access by the processor to the IT systems of the controller from a separate location for the purposes of maintenance or repairs (remote maintenance). In this case, the regulations for remote maintenance set out in Annex III also form an integral part of this contract. 
Data processing outside the business offices (including remote working, mobile working):
The processing of data outside the business offices of the processor or its subprocessors, e.g., in private homes (remote/home working or mobile working by employees of the processor), is only permitted with the prior express written consent of the controller.	Comment by Autor: Please note: This rule does not apply if no mobile work etc. will take place.
Third country transfer (Art. 44 ff. GDPR)	Comment by Autor: Please note: This rule does not apply if no data is transferred to third countries.
☐	The contractually agreed data processing is performed exclusively in a Member State of the European Union or in a Contracting State to the Agreement on the European Economic Area. 
☐	The contractually agreed data processing is performed in the following third country/ies (in addition to a Member State of the European Union or in a Contracting State to the Agreement on the European Economic Area where applicable). 
	Third country
	The data protection level in the third country

	1. 
	☐	 is in accordance with Clause 7.8 (b) of this contract 
varies as follows:
☐	 has been established as adequate by means of implementing act of the Commission 
(Art. 45 (3) GDPR),
☐	 is ensured via binding corporate rules
(Art. 46 (2) b. in conjunction with Art. 47 GDPR),
☐	 is ensured via an approved code of conduct
(Art. 46 (2) e. in conjunction with Art. 40 GDPR),
☐	 is ensured via an approved certification mechanism 
(Art. 46 (2) f. in conjunction with Art. 42 GDPR),
☐	 is ensured via other measures 
(Art. 46 (2) a., (3) a. and b. GDPR):
Which: ________________________________________________________

	2. 
	☐	 is in accordance with Clause 7.8 (b) of this contract 
varies as follows:
☐	 has been established as adequate by means of implementing act of the Commission 
(Art. 45 (3) GDPR),
☐	 is ensured via binding corporate rules
(Art. 46 (2) b. in conjunction with Art. 47 GDPR),
☐	 is ensured via an approved code of conduct
(Art. 46 (2) e. in conjunction with Art. 40 GDPR),
☐	 is ensured via an approved certification mechanism 
(Art. 46 (2) f. in conjunction with Art. 42 GDPR),
☐	 is ensured via other measures 
(Art. 46 (2) a., (3) a. and b. GDPR):
Which: ________________________________________________________



Any transfer of the contractually agreed service or parts thereof requires the prior consent of the responsible person.

Purpose(s) for which the personal data is processed on behalf of the controller::
…………………………………………………………………………….

Duration of processing:
……………………………………………………………………………

ANNEX III
Technical and organisational measures including technical and organisational measures to ensure the security of the data

EXPLANATORY NOTE:
The technical and organisational measures need to be described concretely and not in a generic manner. See Annex.
Description of the technical and organisational security measures implemented by the processor(s)[footnoteRef:7] (including any relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and purpose of the processing, as well as the risks for the rights and freedoms of natural persons. Examples of possible measures: [7:  Amendment of the term due to an apparent error in the German version of the Official Journal of the European Union.] 

Alternatively: The Processor has prepared the following document(s):
______________________________________________________

The technical and organisational measures defined in this document/these documents are an integral part of this contract.

1.	Management and Organization	Comment by Autor: Please note: Enter in the checklist the technical and organisational measures taken to ensure all safeguard and protection objectives. If it is not possible to make entries here, please state the reasons for this.
Measures that ensure the management and organizational structures sufficient for the execution of the contract.
☐	There are no measures relating to management and organization because      .
☐	The following measures relating to management and organization exist:
	Technical measures
	Organizational measures

	☐	Software solutions for data protection management in use 
	☐	A suitable organizational structure for information security is in place and information security is integrated into processes and procedures throughout the organization

	☐	Central documentation of all data protection procedures and regulations with access for employees as required / authorized (e.g. wiki, intranet)
	☐	Security directives and guidelines have been defined, approved by management and communicated to staff

	☐	     
	☐	The roles of individual employees in the security process have been clearly specified

	☐	
	☐	Regular reviews of the effectiveness of technical and organizational measures according to the PDCA cycle (Plan-Do-Check-Act)

	☐     
	☐	Concepts and documentation in the security environment are being reviewed regularly and kept up to date

	☐     
	☐	Depending on the size of the company: Use of a suitable information security management system (ISMS), e.g. in accordance with ISO/IEC 27001, BSI standards or ISIS12

	☐     
	☐	Roles and responsibilities in the area of security are known within the company and have been assigned an (information security officer (ISO), IT manager, and data protection officer (DPO), among others) 

	☐	     
	☐	Employees receive regular training regarding information security and data protection issues and are obliged to observe confidentiality and data secrecy

	☐     
	☐



Further measures are      .



2.	Confidentiality
[bookmark: _Toc476996478]2.1.	Control of physical access
[bookmark: _Toc374987726][bookmark: _Toc476996469][bookmark: _Toc384031400]Measures to prevent unauthorized persons from gaining physical access to the data processing systems used to process personal data.
[bookmark: Text15]☐	No measures to control physical access are required because      .
[bookmark: Text16]☐	There are no measures to control physical access because      .
☐	The following measures to control physical access exist:
	Technical measures
	[bookmark: Kontrollkästchen1]Organizational measures

	[bookmark: Kontrollkästchen12]☐	Alarm and burglar alarm system
	[bookmark: Kontrollkästchen2]☐	Documented key management

	[bookmark: Kontrollkästchen13]☐	Automated access control
	[bookmark: Kontrollkästchen3]☐	Reception / Concierge/ Door staff

	[bookmark: Kontrollkästchen14]☐	Biometric barriers to prevent physical access
	[bookmark: Kontrollkästchen4]☐	Clear rules for dealing with visitors (e.g. escorting, security zones, visitor badges, logging, staff member(s) responsible for visitors)

	[bookmark: Kontrollkästchen15]☐	Chip cards / transponder (fob) systems
	[bookmark: Kontrollkästchen5]☐	Employee identity cards

	[bookmark: Kontrollkästchen18]☐	Manual locking system
	☐	Regulations for dealing with external service providers (e.g. for work contracts, tradespeople, system maintenance) – such as confidentiality agreements, personal escorting in security zones or logging

	
	[bookmark: Kontrollkästchen7]☐	

	[bookmark: Kontrollkästchen17]☐	Locking system with PIN code 
	[bookmark: Kontrollkästchen8]☐	Use of carefully selected security personnel/security service

	[bookmark: Kontrollkästchen37]☐	Securing building shafts
	[bookmark: Kontrollkästchen9]☐	Individual, documented and role-dependent authorizations for physical access

	[bookmark: Kontrollkästchen37_Kopie_1]☐	Sturdy, burglar-resistant windows and doors on ground floors (e.g. in accordance with DIN EN 1627)
	☐	Offices are locked outside working hours 

	
	[bookmark: Kontrollkästchen10]☐	Allocation of authorizations for physical access according to the minimum principle

	[bookmark: Kontrollkästchen37_Kopie_3]☐	Video surveillance of entrances and exits
	[bookmark: Text5_Kopie_2][bookmark: Kontrollkästchen37_Kopie_4]☐	     

	[bookmark: Kontrollkästchen37_Kopie_5]☐	Video surveillance of security gates and server rooms
	[bookmark: Text5_Kopie_4][bookmark: Kontrollkästchen37_Kopie_6]☐	     

	[bookmark: Text5_Kopie_5][bookmark: Kontrollkästchen37_Kopie_7]☐	Operation of systems in secured network areas	     
	[bookmark: Text5_Kopie_6][bookmark: Kontrollkästchen37_Kopie_8]☐	     

	[bookmark: Kontrollkästchen37_Kopie_9]☐	When using electronic locking systems: Use of state-of-the-art cryptographically strong procedures
	[bookmark: Text5_Kopie_8]☐	     



[bookmark: Text17]Further measures are      .

[bookmark: _Toc476996479]2.2.	Access control
[bookmark: _Toc374987727][bookmark: _Toc476996470][bookmark: _Toc384031401]Measures to prevent unauthorized persons from using data processing systems and procedures.
[bookmark: Text20]☐	No access control measures are required because      .
[bookmark: Text21]☐	No access control measures are in place because      .
☐	The following access control measures exist:
	Technical measures
	[bookmark: Kontrollkästchen1_Kopie_1]Organizational measures

	[bookmark: Kontrollkästchen12_Kopie_1]☐	Login with user name + password
	[bookmark: Kontrollkästchen2_Kopie_1]☐	Confidential administration of user authorizations, including documentation of identity and access rights as well as deprovisioning process and specification of sufficient complexity of authorizations in line with state-of-the-art technology

	[bookmark: Kontrollkästchen13_Kopie_1]☐	Login with two- factor authentication
	[bookmark: Kontrollkästchen3_Kopie_1]☐	Creation of user profiles and management of user rights by administrators

	[bookmark: Kontrollkästchen14_Kopie_1]☐	Use of an anti-virus solution or an endpoint protection system with regular, at least daily signature updates
	[bookmark: Kontrollkästchen4_Kopie_1]☐	Password directives implemented by the system

	[bookmark: Kontrollkästchen15_Kopie_1]☐	
	[bookmark: Kontrollkästchen5_Kopie_1]☐	Directive on the use of strong passwords

	[bookmark: Kontrollkästchen18_Kopie_1]☐	
	[bookmark: Kontrollkästchen6_Kopie_1]☐	Regulations for effective data deletion on hardware

	[bookmark: Kontrollkästchen16_Kopie_1]☐	Use of a firewall at the central Internet gateway and DMZ concepts
	☐	Regulations regarding protective measures against unauthorized inspection of screen content and documents

	[bookmark: Kontrollkästchen17_Kopie_1]☐	Use of intrusion detection systems (IDS) or intrusion prevention systems (IPS)
	[bookmark: Kontrollkästchen8_Kopie_1]☐	

	[bookmark: Kontrollkästchen19]☐	Mobile device management
	[bookmark: Kontrollkästchen9_Kopie_1]☐	Regulations for handling mobile data storage devices

	☐	Use of a VPN for remote access
	[bookmark: Kontrollkästchen11_Kopie_1][bookmark: Kontrollkästchen24]

	[bookmark: Kontrollkästchen37_Kopie_10]☐	Encryption of data carriers of servers / stationary clients (e.g. desktop PCs) / mobile clients (e.g. notebooks, tablets and smartphones)
	☐	Regular review of assigned access and authorizations

	[bookmark: Kontrollkästchen37_Kopie_11]☐
	[bookmark: Kontrollkästchen20]☐	Directive for the use of state-of-the-art cryptographic procedures 

	[bookmark: Kontrollkästchen37_Kopie_12]☐	Server rack doors with individual locking
	[bookmark: Kontrollkästchen21]☐	Immediate revocation of access authorizations if they are no longer required

	[bookmark: Kontrollkästchen37_Kopie_13]☐	BIOS/UEFI protection (separate password)
	[bookmark: Kontrollkästchen22]☐	Prohibiting onward transfer of access data to countries on the list in accordance with Section 13 (1) No. 17 SÜG and Section 32 SÜG

	[bookmark: Kontrollkästchen37_Kopie_14]☐	Limiting the integration of external devices to the necessary minimum by means of technical measures (e.g. for USB drives, smartphones, external hard drives), and preventing automatic execution of programs that are on them
	[bookmark: Text5_Kopie_13][bookmark: Kontrollkästchen23]☐	     

	[bookmark: Kontrollkästchen37_Kopie_15]☐	Automatic locking after a certain period of inactivity if manual locking cannot be guaranteed upon leaving the area of influence
	[bookmark: Text5_Kopie_14][bookmark: Kontrollkästchen37_Kopie_16]☐     

	[bookmark: Kontrollkästchen37_Kopie_17]☐	Minutes until screen locking in the single-digit range
	[bookmark: Text5_Kopie_15][bookmark: Kontrollkästchen37_Kopie_18]☐     

	[bookmark: Kontrollkästchen37_Kopie_19]☐	No direct access to systems with administrative rights
	[bookmark: Text5_Kopie_17][bookmark: Kontrollkästchen37_Kopie_20]☐     

	[bookmark: Kontrollkästchen37_Kopie_21]☐	Restricting access to the IT infrastructure within the network to what is absolutely necessary
	[bookmark: Text5_Kopie_19]☐	     

	
	

	☐	Logging of successful and unsuccessful authentication attempts
	

	☐	Use of cryptographically strong encryption methods that are state of the art, and separation of key material and data needing encryption
	



Further measures are      .

2.3.	Access control
[bookmark: _Toc374987728][bookmark: Kontrollkästchen29_Kopie_6]Measures ensuring that those authorized to use the data processing procedures can only access the personal data that is subject to their access authorization.
[bookmark: Text22][bookmark: Kontrollkästchen29_Kopie_7]☐	No access (usage) control measures are required because      .
[bookmark: Text23][bookmark: Kontrollkästchen29_Kopie_8]☐	No access (usage) control measures are in place because      .
☐	The following access (usage) control measures exist:
	Technical measures
	[bookmark: Kontrollkästchen1_Kopie_2]Organizational measures

	[bookmark: Kontrollkästchen12_Kopie_2]☐	File shredder (at least level 3, cross cut)
	[bookmark: Kontrollkästchen2_Kopie_2]☐	Use of authorization concepts

	[bookmark: Kontrollkästchen13_Kopie_2]☐	External file shredder (DIN 66399)
	[bookmark: Kontrollkästchen3_Kopie_2]☐	Number of administrators reduced to the required level

	☐	State-of-the-art secure deletion of data carriers before transfer and reuse or disposal
	[bookmark: Kontrollkästchen4_Kopie_2]☐

	[bookmark: Kontrollkästchen15_Kopie_2]☐	Logging of access to applications, specifically when entering, changing and deleting data
	[bookmark: Kontrollkästchen37_Kopie_22]☐	

	[bookmark: Kontrollkästchen37_Kopie_23]☐	Logging and monitoring events on system components
	[bookmark: Kontrollkästchen37_Kopie_24]☐	Limiting access privileges to what is required for the respective role

	[bookmark: Kontrollkästchen37_Kopie_25]☐	Restricting the personal data contained in the logs to the extent necessary to achieve the protection objectives
	☐	Administration concept to ensure that only trained and reviewed personnel have access to, including documented allocation and revocation of administration authorizations

	☐	Defined purposes and retention periods for log data
	☐

	☐	Separation of application and administration access
	☐



Further measures are      .

2.4.	Separation control
Measures ensuring that data collected for different purposes can be processed separately.
[bookmark: Text32]☐	No separation control measures are required because      .
[bookmark: Text33]☐	No separation control measures are in place because      .
☐	The following separation control measures exist:
	Technical measures
	[bookmark: Kontrollkästchen1_Kopie_3]Organizational measures

	[bookmark: Kontrollkästchen12_Kopie_3]☐	Separation of productive and test environments
	[bookmark: Kontrollkästchen2_Kopie_3]☐	Control via authorization concept

	[bookmark: Kontrollkästchen13_Kopie_3]☐	Physical separation (systems / databases / data carriers)
	[bookmark: Kontrollkästchen3_Kopie_3]☐	Definition of database rights

	[bookmark: Kontrollkästchen14_Kopie_3]☐	Multi-tenancy of relevant applications
	[bookmark: Kontrollkästchen37_Kopie_26]☐	Data records are assigned purpose attributes

	[bookmark: Kontrollkästchen37_Kopie_27]☐	Logical separation of data
	[bookmark: Text5_Kopie_25][bookmark: Kontrollkästchen37_Kopie_28]☐	     

	[bookmark: Text5_Kopie_26][bookmark: Kontrollkästchen37_Kopie_29]☐	     
	[bookmark: Text5_Kopie_27]☐	     



Further measures are      .

2.5.	Pseudonymization
Processing personal data in such a manner that the data can no longer be attributed to a specific person without the use of additional information, provided that such additional information is kept separate and is subject to appropriate technical and organizational measures.
[bookmark: Text32_Kopie_1]☐	Pseudonymization measures are not required because      .	
[bookmark: Text33_Kopie_1]☐	No pseudonymization measures are in place because      .
☐	The following pseudonymization measures exist:
	Technical measures
	[bookmark: Kontrollkästchen4_Kopie_3]Organizational measures

	[bookmark: Bookmark_Kopie_2]☐	Separation of attribution data and storage in a separate and secure system (encrypted, if possible)
	[bookmark: Kontrollkästchen37_Kopie_30]☐	Internal instructions to anonymize/pseudonymize personal data as far as possible in the event of onward transfer or after the statutory deletion period has expired

	[bookmark: Text5_Kopie_28][bookmark: Kontrollkästchen37_Kopie_31]☐	     
	[bookmark: Text5_Kopie_29][bookmark: Kontrollkästchen37_Kopie_32]☐	     

	[bookmark: Text5_Kopie_30][bookmark: Kontrollkästchen37_Kopie_33]☐	     
	[bookmark: Text5_Kopie_31]☐	     



Further measures are      .

3.	Integrity
3.1.	Onward transfer control
[bookmark: Kontrollkästchen29_Kopie_15]Measures to ensure that personal data cannot be read, copied, modified or removed without authorization during electronic transmission or during its transport or storage on data carriers, and that it is possible to check and determine to which bodies personal data is to be transmitted by data transmission devices.
[bookmark: Text24][bookmark: Kontrollkästchen29_Kopie_16]☐	No onward transfer control measures are required because      .
[bookmark: Text25][bookmark: Kontrollkästchen29_Kopie_17]☐	No onward transfer control measures are in place because      .
☐	The following onward transfer measures exist:
	Technical measures
	[bookmark: Kontrollkästchen1_Kopie_4]Organizational measures

	[bookmark: Kontrollkästchen12_Kopie_4]☐	Email encryption, at least transport encryption; S/MIME, PGP desirable
	[bookmark: Kontrollkästchen2_Kopie_4]☐	Documentation of the data recipients and the duration of the planned provision or deletion periods

	[bookmark: Kontrollkästchen13_Kopie_4]☐	
	[bookmark: Kontrollkästchen3_Kopie_4]☐	Overview of regular retrieval and onward transfer processes

	[bookmark: Kontrollkästchen14_Kopie_4]☐	
	[bookmark: Kontrollkästchen4_Kopie_4]☐	Onward transfer in anonymized or pseudonymized form

	[bookmark: Kontrollkästchen15_Kopie_3]☐	Secure transport containers
	[bookmark: Kontrollkästchen25]☐	Careful selection of transport personnel and vehicles

	[bookmark: Kontrollkästchen26]☐	Provision via encrypted connections such as sftp, https according to the state of the art for technology
	[bookmark: Kontrollkästchen37_Kopie_34]☐	Personal handover with written report

	[bookmark: Kontrollkästchen37_Kopie_35]☐	Use of signature procedures
	[bookmark: Text5_Kopie_32][bookmark: Kontrollkästchen37_Kopie_36]☐	     

	[bookmark: Text5_Kopie_33][bookmark: Kontrollkästchen37_Kopie_37]☐	     
	[bookmark: Text5_Kopie_34][bookmark: Kontrollkästchen37_Kopie_38]☐	     

	[bookmark: Text5_Kopie_35][bookmark: Kontrollkästchen37_Kopie_39]☐	     
	[bookmark: Text5_Kopie_36]☐	     



Further measures are      .

3.2.	Input control
[bookmark: Kontrollkästchen29_Kopie_18]Measures ensuring that it can be subsequently checked and determined whether and by whom personal data has been entered, changed or removed in IT systems; an example of this is.
[bookmark: Text26][bookmark: Kontrollkästchen29_Kopie_19]☐	Input control measures are not required because      .
[bookmark: Text27][bookmark: Kontrollkästchen29_Kopie_20]☐	No input control measures are in place because      .
☐	The following input control measures exist:
	Technical measures
	Organizational measures

	☐	Technical logging of entry, modification and deletion of data
	[bookmark: Kontrollkästchen37_Kopie_40]☐	Overview of which programs can be used to enter, modify or delete which data

	[bookmark: Kontrollkästchen13_Kopie_5]☐	Manual or automated control of logs
	[bookmark: Kontrollkästchen37_Kopie_41]☐	Traceability of entry, modification and deletion of data by means of individual user names (not user groups)

	[bookmark: Kontrollkästchen14_Kopie_5]☐	Audit-proof archiving of log data
	[bookmark: Kontrollkästchen37_Kopie_42]☐	Assigning rights to enter, modify and delete data on the basis of an authorization concept

	[bookmark: Text5_Kopie_38][bookmark: Kontrollkästchen15_Kopie_4]☐     
	[bookmark: Kontrollkästchen37_Kopie_43]☐	Archiving of forms from which data has been transferred to automated processing

	[bookmark: Text5_Kopie_39][bookmark: Kontrollkästchen26_Kopie_1]☐     
	☐	Clear responsibilities for data deletion



Further measures are      .



4.	Availability and resilience
Availability control
Measures to ensure that personal data is protected against accidental destruction or loss: Examples include in particular: Backup procedures.
☐	Availability control measures are not required because      .
[bookmark: Text31]☐	No availability control measures are in place because      .
☐	The following availability control measures exist:
	[bookmark: _Toc384031407][bookmark: _Toc476996485][bookmark: _Toc374987733][bookmark: _Toc476996476]Technical measures
	Organizational measures

	☐	Fire and smoke detection systems
	☐	Detailed backup and recovery concept

	☐	Use of automatic extinguishing systems in server rooms (e.g. CO2 extinguishing) in compliance with health and safety regulations
	☐	Monitoring of the backup process

	☐	Protection of server rooms against flooding/heavy rain
	☐	Regular tests regarding data recovery and logging of results

	☐	Air conditioning of server rooms and monitoring of temperature and humidity
	☐	Storage of backup media in a secure location outside the server room

	☐	Use of installations to ensure the power supply to server systems (uninterruptible power supply (UPS)), especially in the event of short-term power failures or fluctuations
	☐	No sanitary connections in or above the server room

	☐
	☐	Existence of an emergency plan (e.g. BSI IT-Grundschutz 200-4)

	☐	Fire-retardant cabinets/safes for storing essential components
	☐

	☐	Redundant data storage
	☐	Framework concept to ensure availability according to SLA

	☐	Video surveillance of server room
	[bookmark: Kontrollkästchen33]☐	Assigning access authorizations to backup system according to the minimum principle

	[bookmark: Kontrollkästchen37_Kopie_46]☐	Alarm in the event of unauthorized access to server room
	[bookmark: Text5_Kopie_42][bookmark: Kontrollkästchen37_Kopie_47]☐     

	[bookmark: Kontrollkästchen37_Kopie_48]☐	Protective measures against DoS attacks
	[bookmark: Text5_Kopie_44][bookmark: Kontrollkästchen37_Kopie_49]☐     

	[bookmark: Kontrollkästchen37_Kopie_50]☐	Provision of backup infrastructure
	[bookmark: Text5_Kopie_46][bookmark: Kontrollkästchen37_Kopie_51]☐     

	[bookmark: Kontrollkästchen37_Kopie_52]☐	Redundant design of the network connection to several providers
	[bookmark: Text5_Kopie_48]☐     

	☐	Separate partitions for operating systems and data
	

	☐	Separation of backup system and production system
	

	☐	Logging the creation of backups
	

	☐	Encryption of backup data
	



Further measures are      .

5.	Procedures for regular review, assessment and evaluation
	☐
	[bookmark: Kontrollkästchen12_Kopie_7]☐

	☐
	[bookmark: Kontrollkästchen13_Kopie_7]☐

	[bookmark: Kontrollkästchen14_Kopie_7]☐
	[bookmark: Kontrollkästchen4_Kopie_6]☐	

	[bookmark: Text5_Kopie_49][bookmark: Kontrollkästchen15_Kopie_6]☐     
	[bookmark: Text5_Kopie_50]☐     


	☐
	[bookmark: Kontrollkästchen15_Kopie_8][bookmark: Kontrollkästchen15_Kopie_9]☐

	[bookmark: Text5_Kopie_51][bookmark: Kontrollkästchen15_Kopie_10]☐     
	[bookmark: Kontrollkästchen15_Kopie_11]☐     

	[bookmark: Text5_Kopie_52][bookmark: Kontrollkästchen15_Kopie_12]☐     
	[bookmark: Textbox1][bookmark: Kontrollkästchen15_Kopie_13]☐     

	[bookmark: Text5_Kopie_53][bookmark: Kontrollkästchen15_Kopie_14]☐     
	[bookmark: Text5_Kopie_54][bookmark: Kontrollkästchen15_Kopie_15]☐     

	[bookmark: Text5_Kopie_55][bookmark: Kontrollkästchen15_Kopie_16]☐     
	[bookmark: Text5_Kopie_56]☐     



Further measures are      .



5.1.	Incident response management
Support in responding to security breaches.
[bookmark: Text30]☐	Response management measures are not required because      .
[bookmark: Text31_Kopie_2]☐	There are no measures for response management because     .
☐	The following measures for incident response management exist:
	Technical measures
	Organizational measures

	[bookmark: Kontrollkästchen12_Kopie_8]☐
	☐	Documented process for detecting and reporting security incidents / data breaches (also with regard to the obligation to report to supervisory authority), including reporting to the responsible departments of the client

	[bookmark: Kontrollkästchen13_Kopie_8]☐
	☐	Documented procedure for dealing with security incidents


	[bookmark: Kontrollkästchen14_Kopie_8]☐
	☐	Involvement of DPO in security incidents and data breaches

	[bookmark: Kontrollkästchen15_Kopie_17]☐
	☐	Documentation of security incidents and data breaches, e.g. via ticket system

	
	[bookmark: Kontrollkästchen15_Kopie_19]☐	Process and responsibilities for the follow-up of security incidents and data breaches

	[bookmark: Text5_Kopie_57][bookmark: Kontrollkästchen15_Kopie_20]☐     
	[bookmark: Kontrollkästchen15_Kopie_21]☐	 Existence of an emergency plan (e.g. BSI IT-Grundschutz 200-4)

	[bookmark: Text5_Kopie_59][bookmark: Kontrollkästchen15_Kopie_22]☐     
	[bookmark: Text5_Kopie_60][bookmark: Kontrollkästchen15_Kopie_23]☐	     

	[bookmark: Text5_Kopie_61][bookmark: Kontrollkästchen15_Kopie_24]☐     
	[bookmark: Text5_Kopie_62]☐	     



Further measures are      .

5.2.	Default settings with special regard to data protection
Privacy by design / default
[bookmark: Text30_Kopie_3]☐	No measures for default settings with special regard to data protection are required because     
[bookmark: Text31_Kopie_3]☐	No measures for default settings with special regard to data protection are in place because      
☐	The following default settings with special regard to data protection exist:
	Technical measures
	[bookmark: Kontrollkästchen1_Kopie_11]Organizational measures

	[bookmark: Kontrollkästchen12_Kopie_9]☐	No more personal data than necessary for the individual purpose is collected
	[bookmark: Text5_Kopie_63][bookmark: Kontrollkästchen1_Kopie_12]☐     

	[bookmark: Kontrollkästchen12_Kopie_10]☐	Simple exercise of the data subject’'s right of revocation through technical measures, in particular the possibility of extracting data from the system to guarantee the right under Art. 15 GDPR
	[bookmark: Text5_Kopie_64][bookmark: Kontrollkästchen12_Kopie_11]☐     

	[bookmark: Kontrollkästchen12_Kopie_12]☐	The system must enable deletion of personal data as soon as its processing is no longer necessary
	[bookmark: Text5_Kopie_66][bookmark: Kontrollkästchen12_Kopie_13]☐     

	[bookmark: Text5_Kopie_67][bookmark: Kontrollkästchen12_Kopie_14]☐	     
	[bookmark: Text5_Kopie_68]☐     



Further measures are      .

5.3.	Monitoring of order processing (outsourcing to third parties)
Order processing in accordance with instructions must be guaranteed. In particular, technical and/or organizational measures for the delimitation of responsibilities between client and contractor need to be regulated.
[bookmark: Text28]☐	Measures for order processing are not required because      .
[bookmark: Text29]☐	No measures for order processing are in place because      .
☐	The following measures for order processing exist:
	[bookmark: _Toc476996484][bookmark: _Toc476996475][bookmark: _Toc384031406]Technical measures
	[bookmark: Kontrollkästchen37_Kopie_53]Organizational measures

	[bookmark: Text5_Kopie_69][bookmark: Kontrollkästchen12_Kopie_15]☐     
	[bookmark: Kontrollkästchen37_Kopie_54]☐	Prior assessment of the security measures undertaken by the contractor, including their documentation

	[bookmark: Text5_Kopie_70][bookmark: Kontrollkästchen13_Kopie_9]☐     
	[bookmark: Kontrollkästchen37_Kopie_55]☐	Due diligence in choosing a contractor (especially with regard to data protection and information security)

	[bookmark: Text5_Kopie_71][bookmark: Kontrollkästchen37_Kopie_56]☐     
	[bookmark: Kontrollkästchen37_Kopie_57]☐	Conclusion of the necessary order processing agreement or EU standard contractual clauses

	[bookmark: Text5_Kopie_72][bookmark: Kontrollkästchen14_Kopie_9]☐     
	[bookmark: Kontrollkästchen37_Kopie_58]☐	Written instructions for the contractor 

	[bookmark: Text5_Kopie_73][bookmark: Kontrollkästchen15_Kopie_25]☐     
	[bookmark: Kontrollkästchen37_Kopie_59]☐	Obligation of the contractor'’s employees to maintain data secrecy

	[bookmark: Text5_Kopie_74][bookmark: Kontrollkästchen18_Kopie_2]☐     
	[bookmark: Kontrollkästchen37_Kopie_60]☐	Obligation of the contractor to appoint a data protection officer if there is an obligation to appoint one

	[bookmark: Text5_Kopie_75][bookmark: Kontrollkästchen16_Kopie_2]☐     
	[bookmark: Kontrollkästchen37_Kopie_61]☐	Agreement of effective control rights towards the contractor

	[bookmark: Text5_Kopie_76][bookmark: Kontrollkästchen37_Kopie_62]☐     
	[bookmark: Kontrollkästchen37_Kopie_63]☐	Regulation regarding the use of further subcontractors

	[bookmark: Text5_Kopie_77][bookmark: Kontrollkästchen17_Kopie_2]☐     
	[bookmark: Kontrollkästchen37_Kopie_64]☐	Ensuring the destruction of data after completion of the contract

	[bookmark: Text5_Kopie_78][bookmark: Kontrollkästchen27]☐     
	☐	In the event of long-term cooperation: Ongoing review of the contractor and its protection level



Further measures are      .

For transfers to (sub-) processors, also describe the specific technical and organisational measures to be taken by the (sub-) processor to be able to provide assistance to the controller.

Description of the specific technical and organisational measures to be taken by the processor to be able to provide assistance to the controller.


ANNEX IV
List of sub-processors

EXPLANATORY NOTE:
This Annex needs to be completed in case of specific authorisation of sub-processors (Clause 7.7 (a), Option 1). 
The controller has authorised the use of the following sub-processors: 

	
	Name
	Address
	Contact person’s name, function and contact details
	Country/countries of the server location(s)
	Description of the processing[footnoteRef:8] [8:  When processing by (sub)processors, the subject matter, nature, and duration of the processing must also be specified, including a clear definition of responsibilities if several subprocessors are approved.


Sections I to III of the model document: Template from the EU Commission decision (Commission Implementing Decision (EU) 2021/915 of June 4, 2021).

License notice for Section IV to Appendix V: From the IT Law Commission of the ZKI e.V., this publication is licensed under a Creative-Commons-License: 4.0 International - CC BY 4.0.] 


	1.
	[…]
	[…]
	[…]
	
	[…]

	2.	Comment by Autor: Please note: No further listing is required if there are no other sub-processors.
	[…]
	[…]
	[…]
	
	[…]

	3.
	[…]
	[…]
	[…]
	
	[…]

	4.
	[…]
	[…]
	[…]
	
	[…]
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